Student Responsibilities
And
Acceptable Use of Information Technologies
Introduction
In support of Camden County College’s vision of preparing students for leadership in society,
expanding access and meeting the emerging learning and training needs necessary for concerned
citizenship, the College maintains technology systems that allow students to pursue academic
excellence and innovation through technology. The intent of this Acceptable Use Policy is to lay
out responsibilities and guidelines for all students, alumni, and the public (users) of information
technology at Camden County College. This policy will be included in the Student Handbook
and placed on the College website.
If the following policies are violated, disciplinary procedures and the appeal process as outlined
in the Student Handbook under Code of Conduct: Student Disciplinary Hearings and Appeal
Procedures will be invoked. Those violating this policy may face penalties that include
restrictions on their use of technology or more severe sanctions if circumstances warrant. In
keeping with the tradition of the College and scholarly practice, all technology users are
expected to uphold high ethical standards and adhere to the policy guidelines outlined below. In
addition to this policy, academic areas may have supplemental computing policies for specific
labs and/or classrooms.
Acceptable Use Policies
1. Access to and use of Camden County College’s information technologies by users is an
affirmation that they accept the terms of Camden County College’s Acceptable Use of
Information Technology (3/98, Fall 03), Printing Policy For Computer Open Access
Facilities (4/03), and Student Responsibilities and Acceptable Use of Information
Technology. These policies are posted in all College computer public access facilities, on
the College’s web page and in the Student Handbook.
2. Access and use of the College’s information technologies is granted only for academic
purposes. The following constitutes academic purposes:
a. Completion of coursework as assigned by faculty
b. Assigned research and/or limited independent research
c. Participation in campus sanctioned activities
3. Users granted access to College information technologies shall adhere to the following
rules, responsibilities, and acceptable use in five categories:
a. Access to Resources/Authorized Use/Security
b. Academic Etiquette
c. Misuse of Resources
d. Privacy
e. Miscellaneous

•

Access to Resources/Authorized Use/Security
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3.1

Student User Accounts (e.g. e-mail, WebAdvisor) are granted to support the
instructional process, facilitate communications in academic endeavors and
promote information sharing on projects and class assignments.

3.2

Students are responsible for their own data and accounts (financial information,
social security numbers, etc.) Students must not allow any person to use their
passwords or to share their accounts. It is the student’s responsibility to protect
their account from unauthorized use by changing passwords periodically and
using passwords that are not easily guessed. The College is not responsible for
lost data or work.

3.3

All users must sign in and present valid identification. Non-students must obtain
guest cards from the Public Safety Department.

3.4

Use of computers is on a first-come, first-served basis unless otherwise specified
by a computing resource area.

3.5

No user may enter and use lab facilities unless supervisory personnel are present.

•

Academic Etiquette

3.6

Any use of computing resources to commit academic fraud is strictly forbidden.

3.7

All users are responsible for maintaining a clean environment. NO Food or Drink
is permitted while using computer equipment, except in the Cyber Café(s).
Defacing of computer equipment or facilities is prohibited.

3.8

Users must exercise good judgment regarding noise levels in their computing
environment. For example, when viewing multi media please use headphones.

•

Misuse of Resources

3.9

Authorized use and access to Camden County College’s computing resources is
intended and permitted solely to support the legitimate educational, administrative
and mission-based programs of the college.

3.10

Computer software, documents or files protected by copyright are not to be
copied from or into any College computing resources except as permitted by law.
Additionally, the number of copies and the distribution of copies must adhere to
copyright restrictions and/or provisions.

3.11

Use of e-mail, voice mail or other technology to harass, threaten, or disrupt
classes is prohibited.
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3.12

Viewing, mailing, or posting of pornographic material and/or use of profanity is
not an acceptable use and may constitute harassment as defined by the College’s
Sexual Harassment policy. Users found to be viewing such material are subject
to removal, disciplinary action, permanent forfeiture of privileges, and/or criminal
prosecution.

3.13

Certain facilities may have computing policies that prohibit all game playing
including on-line gambling.

3.14

Students’ use of resources in all computing facilities (such as the computer
system, printer, compilers and peripherals) is restricted to the requirements of
their specific class. Students’ use of all computing resources and facilities is not
for commercial use.

3.15

Any attempt to intentionally circumvent system security, introduce a virus, use
another user's password, access confidential information, or in any way attempt to
gain unauthorized access to local or network resources is forbidden.

3.16

The owner of a digital device (such as a laptop or PDA) connected directly to the
College network is responsible for the behavior of users on that device and for all
network traffic to and from that device. The owner may use that device on the
College network; however, the use is subject to all of the College policies on the
use of the network.

•

Privacy

3.17

Students are responsible for exercising caution when committing confidential
information to electronic media. Although Camden County College maintains the
confidentiality of all information stored on College computing resources such as
WebAdvisor (degree audit, financial aid, grades, payment, and registration, etc.)
users should be aware that:
a. It may be possible for individuals to obtain unauthorized access to the
facilities or to other users’ electronic mail or files.
b. The Internet is not a secured network and should not be relied upon for
transmitting confidential or sensitive data.
c. E-mail is not viewed as a form of confidential communication.
d. Authorized College personnel may view contents of e-mail due to serious
addressing errors or as a result of maintaining the e-mail system.

3.18

The institution respects the privacy of all users; however, reserves the right to
review questionable data or activity.

•

Miscellaneous

3.19

Students are responsible to report misuse, abuse or problems to supervisory
personnel such as lab supervisors, lab assistants, faculty, and library staff.
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3.20

Students must adhere to the hours of facility operation and are required to leave at
closing time. There will be no extension of time if work is in progress. Those
refusing to leave at closing will be considered trespassing and could face
disciplinary action and/or prosecution.
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